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Geometric approach
> Assign a weight to every possible input in X = {a, b, c, d, e}
» Compute weighted combinations of the outputs in Y = {1,2,3,4,5}
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> Assign a weight to every possible input in X = {a, b, c, d, e}
» Compute weighted combinations of the outputs in Y = {1,2,3,4,5}

pushforward operator T

vector of weights u function v
free vector space vector space of functions
k[X] kY = k[Y]Y



Geometric approach

Finite sets and functions
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Finite sets and functions
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Geometric approach
Coseparable cocommutative coalgebras

Finite sets and functions \%\
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Geometric approach

‘Approximate’ finite sets and functions?v\\7k\
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Cryptanalytic properties

» Cryptanalytic property of a function F : X — Y consists of

— A subspace U C k[X]

— A subspace V C kY

» Cryptanalysis is about evaluating properties:
estimating v( T u) for u e U and v € V

> These data are equivalent to a map U — k[Y]/V° or dually V — kX /U°



Pushforward operator

» Evaluating v(T"u) directly is not feasible for real ciphers

» lterated structure of F:

~F -~

TF _ TF, L TF2 TF1



Change-of-basis
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Relative pushforward operators

Change of basis
TF - > BF

TF: TFr."TFQTFl BF:BF"--BFQBH

» With the right change of basis, this makes it easier to estimate v(TFu) = v(BF0)



Relative pushforward operators

Change of basis
TF - > BF

TF: TFr."TFQTFl BF:BF"--BFQBH

» With the right change of basis, this makes it easier to estimate v(TFu) = v(BF0)

» When u = bg, and v = b1 are basis functions:

Bria (TF
b (T bg,) = B, g, = Z H )
5’27....[7’,1 1

r_\J \r Trail correlation

» A sequence (f1,. .., , Br+1) of basis function labels is a ‘trail’



Linear cryptanalysis




Fourier transformation

— f(x)
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Fourier transformation

— f(x)

Fourier transformation diagonalizes translation

Y

A~ \\ﬂ

~

£ f(w)
— |f(w)|

AAQ/\%

Xefiwt — Xw(t)
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Geometric approach to linear cryptanalysis
» Fourier transformation exists for any finite Abelian group (e.g. Z/NZ)

ky ko kr
¥ 1 v
- @HEE G-
L F
CF _ CF,— . CF2 CF1

» Correlation matrices CFi
» Expanding the matrix product gives linear trails

§ Fi
Xr+1:X1 - H CX;+1:X;

X250+ Xr i=1



Geometric approach to linear cryptanalysis

. /\
Zero-correlation Perfect
-—

cfu
Y4 CFU 74

cfuL v cfucv

» Zero-correlation » Saturation attacks

linear approximations > Invariant subspaces

> Multidimensional ~ » Nonlinear invariants

General
cfu
Vv

<V7 U)F
» (Non)linear
approximations
» Multiple ~
» Multidimensional ~

» Partitioning
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Invariants
Example: Midori-64*
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Invariants
Example: Midori-64*

2+3+4+4 =odd

3+3+4+1 =odd
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Invariants
Example: Midori-64*

2+3+4+4
2+3+4+4
2+4+3+4
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Invariants

TE« ul = (u

invariants are eigenvectors
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https://eprint.iacr.org/2018/763

Invariants

CEx

invariants are eigenvectors

/N

% https://eprint.iacr.org/2018/763
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Differential cryptanalysis
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Pairs of values

» Assign weights (complex numbers) to all pairs of values

TF=TFeTF
pushforward operator for pairs
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Pairs of values

» Assign weights (complex numbers) to all pairs of values

TF=TFeTF
pushforward operator for pairs
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Geometric approach to differential cryptanalysis
» Quasidifferential basis functions (x,y) — x(x)da(y — x)

ke

G E -

ki ko ke

DF — DF, L. DF2 DF1
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https://eprint.iacr.org/2022/837

Geometric approach to differential cryptanalysis
» Quasidifferential basis functions (x,y) — x(x)da(y — x)

Fourier basis
ke

k1 ko
(R R
-
ki ko

kr

$2
DF — DF, L. DF2 DF1

Y

&} https://eprint.iacr.org/2022/837 (with V. Rijmen)

Constant-difference pairs

17


https://eprint.iacr.org/2022/837

Independence assumptions

;

Ay 3 Ar Az 3 Arp i
A Fm) (7
NN N T
PA1—>A2 PA2—>A3 PA,%A,H
prObablllty = Z PA;—n, X Par—As X X PA,—A 1

Do, A
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Independence assumptions

LEPER

Ay 3 Ay 3 As 3 Aryy i

Fi L F, ‘

PA1—>A2 PA2—>A3 PA,%A,H

probability = Z .
A27 7Ar

F2 ... Fr
Z D (x2,02),(1,A1) D(X3,A3)7(X2,A2) X X D(ﬂyAH—l)v(XhAr)
A27 3 r
X255 Xr
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Quasidifferential trails
Example: SPEEDY

» Better Steady than Speedy: Full Break of SPEEDY-7-192 (Eurocrypt 2023)
Boura, David, Boissier, Naya-Plasencia

» Four-round core-characteristic with claimed probability 2742

19


https://eprint.iacr.org/2024/262

Quasidifferential trails
Example: SPEEDY

» Better Steady than Speedy: Full Break of SPEEDY-7-192 (Eurocrypt 2023)
Boura, David, Boissier, Naya-Plasencia

» Four-round core-characteristic with claimed probability 2742

» Inspection of quasidifferential trails shows that the probability is actually
> Many other invalid attacks on SPEEDY in other papers

Y

& https://eprint.iacr.org/2024/262 (with A. Neyt)
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Quasidifferential trails

Example: SPEEDY
» First quasidifferential trail for SPEEDY: correlation 2742
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Quasidifferential trails
Example: SPEEDY

» Second quasidifferential trail for SPEEDY: correlation —2742
|
| | ﬂ
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Quasidifferential trails
Example: 7-round Speck-64

> Ankele and Kélbl (SAC 2018)
» Differential (4004092 104204,8080a080 8481a4a) for 7-round Speck-64

» Dominant characteristic estimated probability 2721
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Quasidifferential trails
Example: 7-round Speck-64

Probability 2217
_

4004092 1042004 - 80802080 8481ada

N

o

o
T

100 |

Number of keys

0
200 250 300 350 400 450 500 550 600 650 700 750 800 850

Number of right pairs

» 10000 keys, 230 pairs per key
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Quasidifferential trails
Example: 7-round Speck-64

» Quasidifferential trails over the first two rounds

(92400040, 00000000)

(82020000, 00000000)

i —P

(82020000, 00000000)

[

L

(10420040, 00000000)

=3

A

N

(>8]

(00820200, 00000000)

(00900000, 00000000)

.
U

[

(82100200, 00000000)

(00120200, 00000000)

(00120200, 00000000)
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Quasidifferential trails
Example: 7-round Speck-64
» Quasidifferential trails over the first two rounds

(92400040, 00000000) - (10420040, 00000000)

.
(82020000, 18000000) Ijr‘

h—P (<3

(82100200, 00000000)

N
(82020000, 18000000) il (00120200, 00000000)
> 8
(00820200, 00180000)
[
L
(00900000, 00000000) (00120200, 00000000)

2—9 + (_1)k1.28+k1.29 o—11



Differential cryptanalysis
Example: 7-round Speck-64

Probability 272 4 (—1)*1,28"7k1,20 523
4004092 1042004 . 80802080 8481a4da

W k128 = k120
B k108 # ki20

N

o

o
T

100

Number of keys

200 250 300 350 400 450 500 550 600 650 700 750 800 850
Number of right pairs

» 10000 keys, 230 pairs per key
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Integral cryptanalysis
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Geometric approach to integral cryptanalysis

» The Fourier transformation simplifies additions
What about multiplications?
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Geometric approach to integral cryptanalysis

» The Fourier transformation simplifies additions
What about multiplications?

IT'SNOT'A GROUP
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Geometric approach to integral cryptanalysis

» The Fourier transformation simplifies additions
What about multiplications?

IT STILL WORKS OVER Q.

» Use weights in the p-adic numbers Q,
@ ‘Multiplicative’ Fourier transformation that still preserves distances
... for some definiton of distance

27



p-adic numbers
> Qp contains the integers, but with a different distance:
distance between 7 and 1 = |7 — 1|2 = |6]» = 1/2
distance between 9 and 1 =19 — 1|, = [8]o =1/8
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Geometric approach to integral cryptanalysis

—EHE -

TF — TFr . TF2 TFI
4
AF — AFr e AF2AF1

» Expanding the matrix product gives trails

Xr+1 Xl - Z H XI+17XI
AR

@& https://eprint.iacr.org/2024/722 (with M. Verbauwhede)
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Ultrametric integral cryptanalysis

» For Fg with /1 : x — 7(x") and A : x = 7(x"):
AE,;: = coefficient of x“ in the algebraic normal form of F” (mod p)

7 is the Teichmiiller lift — nothing special for g € {2, 3}

30



Ultrametric integral cryptanalysis

» For Fg with /1 : x — 7(x") and A : x = 7(x"):

u

AE,;/ = coefficient of x" in the algebraic normal form of F” (mod p)

7 is the Teichmiiller lift — nothing special for g € {2, 3}

> ‘Approximate’ zero-correlation properties / Divisible by p"
Xr+17X1 - Z H X,+17X:
X255 Xr =1

» Ordinary integral cryptanalysis: take p=2and N =1
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Ultrametric integral cryptanalysis
Example: 4-round Present

» Boura and Canteaut (Crypto 2016)

> 7(Fa(x)) =0 (mod 2)

x=000000000000000£
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Ultrametric integral cryptanalysis
Example: 4-round Present

» Boura and Canteaut (Crypto 2016)

> 7(Fa(x)) =0 (mod 4)

x=000000000000000£
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Ultrametric integral cryptanalysis
Example from mathematics: planar functions

» A function F : Fpn — Fpn is called planar if
x — F(x + a) — F(x)

is a permutation for all a in F,

» Dembowski-Ostrom conjecture: if F is planar, then deg, F = 2 (for p > 3)
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Ultrametric integral cryptanalysis
Example from mathematics: planar functions

» A function F : Fpn — Fpn is called planar if
x — F(x + a) — F(x)
is a permutation for all a in F,
» Dembowski-Ostrom conjecture: if F is planar, then deg, F = 2 (for p > 3)
» Theorem (with C. Beierle): If F is planar, then for all nonzero G : Fpn — Fpn,
(p—1)

deg,GoF —deg,G < & >

» We show this implies the conjecture for F(x) = x¢ and n = 2% and p > 7
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Ultrametric integral cryptanalysis
Example from mathematics: planar functions

» Planarity is additive: }C;M = 1/4/p" for nontrivial x
» Degree is multiplicative: Ai/\ (mod p) contains the algebraic normal form of F

» CF and AF represent the same linear map
cF= (7w YA (7 )

» p-adic absolute value

deg pu—deg A
A, <p o Ml Gl

NG

@& https://arxiv.org/abs/2407.04570 (with C. Beierle)
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Conclusions
Geometric approach

~

A
/
Linear cryptanalysis Differential cryptanalysis Integral cryptanalysis
\ \ \

Fourier basis Quasidifferential basis

& https://tim.cryptanalysis.info/

w

W tim@cryptanalysis.info

Ultrametric basis
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