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Geometric approach
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Geometric approach

Hom(−,C)

Finite sets and functions‘Approximate’ finite sets and functions

Coseparable cocommutative coalgebrasVector spaces

Separable commutative algebrasVector spaces

X
7→ C[X

]

X 7→ C X
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Iterated functions

I Evaluating v(T Fu) directly is not feasible for real ciphers

I Iterated structure of F:

F1 F2 · · · Fr

T F = T Fr · · ·T F2T F1
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Change-of-basis
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One-dimensional trails

T F BF
Change of basis

T F = T Fr · · ·T F2T F1 BF = BFr · · ·BF2BF1

I With the right change of basis, this makes it easier to estimate v(T Fu) = v̂(BFû)

I When u = bβ1 and v = bβr+1 are basis vectors:

bβr+1
(
T Fbβ1

)
= BF

βr+1,β1
=

∑
β2,...,βr

r∏
i=1

BFi
βi+1,βi︸ ︷︷ ︸

Trail correlation

I A sequence (β1, . . . , βr+1) of basis vector labels is a ‘trail’
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Linear cryptanalysis
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Fourier transformation

f (x) ∠ f̂ (ω)

|f̂ (ω)|
F

−t ×e−iωt = χω(t)
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Fourier transformation

f (x) ∠ f̂ (ω)

|f̂ (ω)|
F

−t ×e−iωt = χω(t)

Fourier transformation diagonalizes translation
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[Asiacrypt 2021]Geometric approach to linear cryptanalysis

I Fourier transformation exists for any finite Abelian group (e.g. Z/NZ)

F1 F2 · · · Fr

k1 k2 kr

T F = T krT Fr · · ·T k2T F2T k1T F1

m F

CF = C krCFr · · ·C k2CF2C k1CF1
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[Asiacrypt 2018, JoC 2020]Invariants
Example: Midori-64?

2 + 3 + 4 + 4 = odd2 + 3 + 4 + 4 = odd 3 + 3 + 4 + 1 = odd3 + 3 + 4 + 1 = odd
2 + 3 + 4 + 4 = odd2 + 3 + 4 + 4 = odd 5 + 5 + 5 + 4 = odd5 + 5 + 5 + 4 = odd
2 + 4 + 3 + 4 = odd 1 + 4 + 2 + 6 = odd

Ek
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[Asiacrypt 2018, JoC 2020]Invariants
Geometric approach
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Differential cryptanalysis
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Pairs of values

I Assign weights (complex numbers) to all pairs of values

F

F

∆in ∆out

F̄

T F̄ = T F ⊗ T F
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Geometric approach to differential cryptanalysis

I Quasidifferential basis functions (x , y) 7→ χ(x)δa(y − x)

F1 F2 · · · Fr

F1 F2 · · · Fr

k1 k2 kr

k1 k2 kr

T F̄ = T k̄rT F̄r · · ·T k̄2T F̄2T k̄1T F̄1

m Q

DF = DkrDFr · · ·Dk2DF2Dk1DF1

Fourier basis

Constant-difference pairs
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[Crypto 2022]Reevaluating differential attacks
Independence assumptions

F1 F2 · · · Fr

F1 F2 · · · Fr

∆1 ∆2 ∆3 ∆r+1

p∆1→∆2 p∆2→∆3 p∆r→∆r+1

1 χ2 χ3 1

probability =
∑

∆2,...,∆r

p∆1→∆2 × p∆2→∆3 × · · · × p∆r→∆r+1
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∑

∆2,...,∆r
χ2,...,χr

DF1

(χ2,∆2),(1,∆1) × DF2

(χ3,∆3),(χ2,∆2) × · · · × DFr

(1,∆r+1),(χr ,∆r )
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Integral cryptanalysis
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[Asiacrypt 2024]Geometric approach to integral cryptanalysis

I The Fourier transformation simplifies additions
What about multiplications?

I Use weights in the p-adic numbers Qp

� ‘Multiplicative’ Fourier transformation that still preserves distances
... for some definiton of distance

21



[Asiacrypt 2024]Geometric approach to integral cryptanalysis

I The Fourier transformation simplifies additions
What about multiplications?

I Use weights in the p-adic numbers Qp

� ‘Multiplicative’ Fourier transformation that still preserves distances
... for some definiton of distance

21



[Asiacrypt 2024]Geometric approach to integral cryptanalysis

I The Fourier transformation simplifies additions
What about multiplications?

I Use weights in the p-adic numbers Qp

� ‘Multiplicative’ Fourier transformation that still preserves distances
... for some definiton of distance

21



Conclusions

Linear cryptanalysis
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Differential cryptanalysis
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Integral cryptanalysis

Geometric approach

I Invariants of Midori & Mantis

I Attacks on FEA-{1, 2} & FF3-1

I Backdoored ciphers

I Side-channel countermeasures

I Re-evaluation of attacks

(Speck, Rectangle, KNOT)

I Attacks on SM4 & GMiMC-crf

I Attacks on LowMC-M

I Ultrametric analysis of Present

I Attacks on Midori & Mantis

I Distinguishers for HadesMiMC

Fourier basis Quasidifferential basis Ultrametric basis

(other results: preimage attack on HadesMiMC, cryptanalysis of the Legendre PRF)
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